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(57) Abstract: 

PROBLEM TO BE SOLVED: To prevent a user from 
copying illicitly the original information based on the 
purchased enclpherment information by using an 
external device to decode the enciphered distributed 
information, to embed a user authenticator into the 
decoded original information and also to manage the 
keys which are used for both decoding and embedding 
processes. 

SOLUTION: This original information protection device 
(external device) 50 consists mainly of an information 
decoding part 57 and an information embedding part 58. 
When the device 50 is produced, a master key that is 
inherent to the device 50 is stored in a master key 
storage part 54 of a security device 52. At an 
enciphering/decoding part 55, a user's secret key is 
enciphered by the master key that is stored in the part 54 
and this enciphered key is stored in a storage part 59. 
The control part of a user terminal receives the 
enciphered key via an open key and sends this received 
key to the device 50. A terminal input/output control part 
51 of the device 50 sends the received key to a control 
part 53. 



NIPPON TELEGR & TELEPH 
CORP <NTT> 

TAKADA SHUNSUKE 
NAKAMURA TAKAO 
OQAWA HIROSHI 
KAWAKUBO HIDEJI 



,-82: 

51 



64 



53 



55 



EB 



K 



57 



59 



COPYRIGHT: (C)1999,JPO 



(19)B*H4*l¥/f(JP) 



(12)^M#I^i>$S ( A ) (11 

Wl 1-41231 

(43)fiBBB ^11^(1999)2^ 12B 



(51)Int. C 1. * 




F I 




H 0 4 L 


9/32 


H 0 4 L 


9/00 6 7 5 A 


GO 9 C 


1/00 6 4 0 


G 0 9 C 


1/00 6 4 0 D 




6 6 0 




6 6 0 A 


HO 4 L 


9/08 


HO 4 L 


9/00 6 0 1 A 








6 0 1 E 






9&7 FD 


(±9M) 9t»JMZtk< 


(21)tHfiH#-5 


9-208447 


(7DHJBA 


000004226 










(22)taSSB 


^9^(1997)7^173 




jgjsfBSrSlZESrf&HT S 19S2^ 








raBB 
































*JKSfrfiK!5*rfi=TB 19*24 B# 
















/Nil . . 








3g3R&5£f?SE:S£f?t=TB19#2^ B* 














(74)ftSA 













(54) [^B^o^^p] mmMM^^ hm'm^mm^^^ri^o^mm. 



(57) [««)] 

5 c t SRitr* c i: #T- # J: V* 

0^3 S C £ £ E fl5 i: r £ 4i CD T* » 5 . 

!X 



..-50 



.-40 



10 







57 




41 






























58 j 








muss 














i 






























30 




) 




























=e — 























(2) 

1 

±E«**ftfc«W«fc:, flHRa»a*«CJ:oT*Jffl 

u _tEW«««**»i:, ±ga*jffl#BE?a»a* 

[111*312] »#B1K:J3^T, 

> a t a w & m m nu.mm ■ . 

3 ] !S*J1 1 fciJ^T, 
JMffl#«**C*oT«*r4***Bi: ;±E 

«*3ftfc«*BrHt mm.msbih^m. wmmsut? 
asts •> x 5 1 a tc * tt s isctira&aga. 

[W#«4 ] flf&R 1 C^^T, 20 

fi»«-ce^b*nfctMB*^«, tiffin *] 

±E«*K»« tt . ±E«*Ei* -iz > * T" Bf^fb £ ft fe 

±E«Wmtfc:J:oT«91-3fc©-eft?K 
±E««S»&*ffltt, ±E*J/B#BS»S«*U*:« 
*«c«4fr&tr««T?fc -5 £ £ fcttSti: S'* 

5^A£:fcttaJltff&SM£!g. 30 

^ * * —*E«ffl t m^/'&^sfi tzmffiTz w&em 

Hit, EISSBfcSSU 

t, ±Ev**HBE«»K:*lrtUTfc«v**--flrc 
W^fls-U ±EE*SBi>» &.tf*SS«r t" 

m^ibztiT^zmm&z'&^Tzmmm&^mmt ■, 40 

#BK?S*«>iitf«ffl#BIE^a«>ii*a»i: ; 2:* 
U ±EKtiM&«*»»4:, ±E*Jffl#BBE ; ?a»a* • 

1" 5 ti ffiSSii -> * ^ a £ is it 5 JStS*«a^ri£. 
CISaRi17] tf^gui^^^AJcjbHv-c, 
»*fls * ft T ^ * JRtiWR S 5 Sflf ?S?g^ fc • ; 

SBffi?6a«!)iitrl'Jffl#BIE?fll«>ii*#a4: ; t. U 
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E#%x.£ft3o 

[ o o 0 3 r® - 4tt'," '^(DrnmrnM^^T- a ifss 
[0004] g5& ±Eta£#fiH©iw£&5*ri3-e* 

[o o o 5 ] tifasstii'>^7-A i f stis^-t, tifsia 
i ot«it«* I .BS-»fls*ft% «^iH^-fe>^ i 

0*>£*Jffl#^^b£ftfcJSCtf?B£ISSAU *iJffl#«S 

*2 0ti3^-c, *u c©«#*ft&» 

tt* ©ieBiHe2 istb, i©fw»siB2.itt, m*Ht 

*ftfcJS««S«^-rs«-9ffl 2 2 t, a^^ftfcJltS 

«fcWffl'#BiE : ?*a«>atrfli«a«>a*»2_3 ts* 
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[^B3#PjfcLJ:5i:TraiSM] L^b, ±EtSS*«C 
jjjffl #BlE^ -tf^»a=^ftTV'^^'' ^% : S:A^-r4 C 

[ o ooT r-=>* t), «e*o««aEji£'^5 i AK:*^ 

T. W^ftiS ft &BflHRt**E3aSHr>* 
SIAlf:!, W^ftSftfclRW*****^*- 3 ^** 

u, coDa^-^ftfeiltt^^^J^^iSE^^S^jiSft 

accjtiot, ±E«*«*a**ftfcJB*** ! ^* 

^ftt/itt^^aaji-srn^^A^sa?:, *j^#a s 
sf^{b$ftfetf^^a^b-rs7'D^-7A J ?>, 

?ijffl#* s f^5, z©J:-9?k7'o^5AS:ffiffl^"5Ci:«c 
iot. «^Sftfc®««fc*Jfli#tfA#-f ttft 
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#tt, &H>IBf^a©«SflS«Kusfti*^x SBO&K 
up££J§bTi<->5. 
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fgKe [M] S8E1S*4. 
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7r*b, **7>7;i/#lESftfc»E«««Ke [M] £M 

jsamfSKe cm] %mm%&m\? 

[0 0 2 0] ±E*WI©ttto 9 &©<£?££& 

tt, tf?BMi:, WWMSSStaHir^CfctfTSi-y- 

T, Wffl^feBXSJR^feSi:, W?6iEi£-b:>* 1 0 
tt, f«IKei:fll«l»a»«Kwt*7>ni:4 
tfU tff$gM£9f^8tK eT-Bf^bb, C©Bf-^S|Ke 
■?(WbSftfe«HBKe CM] £££g-f3. ■*©&» &§ 
MKe, *«lJWi»«Kw, >]ffl#BBf U i d 4 
«ffl#©&BB«T?W-*flSbfct»©fc» W^flitiMRKe' 
20 [M] ki, »fl!#Ci£flr*-a.fc-5fc:L-r*>J:^. 

[0 0 2 1] ««Ei£.-fe 1 0 tt, «ffl#Bffi?U i 
diLJiXV— KPwhtcS^V>T;W/f!#iSIiE£ : fT-5. £ 
fe, «BHt«M©»MIKe4:fll*aai»a*«Kwi:« 
fflf!l?Uidi:^ ^-ft-eft, #Jffl#©£rgg&Ku 
• pCiot«»fbl/, &M«Kupfc:J:"3-tBff-»flsSix 
ftHiKup CKe] , ftSBftKupCi-aTW^b 
£ftfctt?8ii«>&*@Kup [Kw] , fiHMKupiC 

LT> Cft^^fiK^nfc^HISiKupfc^o 
30 TBt^-fb^ixfeBt-^glKup CKe], £rg§81Kup£ 
J:oTBt#fll$ftfc««a»ii*«Kup [Kw] , S 
ign KupC J:-3 Tflt-^-fb ? ft fc^Jffl ^SSliE^ K u p 
[Uid] ^ffJffl#iS*4 OCiSff-rSo 
[0 0 2 2] m 2 tt, H+f ^{S^SS 5 0 ©J|{*i?iJ£^ 

[0 0 2 3] JBtiMKftHSB (^-gP^S) 5 0 tt, iS* 
AtH*«W»S5 1 MfffiWSIS 2t, ISISSP 5 9 
*«*fiW««S 2tt, ©1^35 5 3t, 

40 S5 5 6 tt^a^Si 5 7 tf?BiI«>&*S5 58tS 

*ts. 

[0 0 2 4] #£, ±ES5BSWt:*W-S*Jffl#«©IW^ 

[0 0 2 5 ] 0 3 tt, ±33jUE0>J©i&f^*^"^7 □ — f- 

[0 0 2 6 ] *iJffl%iS5f? 4 0©HPa5 4 1 tt, fi' 

MJBKupK£o-Car^fb$ft£Bi-3-«Kup CKe] 
SSfsL, C©Bf-f-S|Kup [Ke] S:^gB|gg5 0(c 
iilfsL, ^gBSS5 0©«ffl5l?Atii^*iapgP5 1 tt, ±12 
50 Bg^SKup [Ke] S, »JfflJgB5 3£K-f« fUT, 
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v^^— «KmTBf^<bSnfc»*aKm [Kus] # 

iKm [Kus] 4, v^^-«E«»5 4C««ft$ix 
Tt^*^^*— «KmfcJ:oTIS*/a9»5 5 
1"SJ:5C* 5 3 jMM» U *Mf«Kusi*»& 

[0027] &BH«Kupt:J:-3re^b*nfc 

Bf-sf&Ku jp [K e] £, *Jfl§#©«$a&SiKu s Cio 

^{b^ftfeBf^HKm [Ke] S!3titge 5 9 iZfemT % 
•iiC, #J©£B5 3*SBarT3rrS^rBM-|l K m [K 
e ] ©**MWf SBB'J-T 4»M?K e - I D £, ftJSPSB 
5 3tf, «l*Aili*fB"J«Pffl 5 1*»&#J»«4 1 ^«f. 

[0 0 2 8] tut, fMMKupCJ:oTW*ft;3ix 
fctiH8S«>i&^«Kup CKw] , SilKupC.to 
T**<bS*ifc*Jfli#BIiE?Kup [Uid] Cowc 
±I3^3£l^«<Z>fli3£fr<<>, SIKmtCj: 
oTBff*fbSftfc«*«»&*«Km [Kw] , V** 
— «KmfcJ:o"Cat*{b*n&|iJ«*BBE : ?Kin [U.i 
d] S, GttS5 9CttMU ««*»&*«Km [K 
w] , jfU/B#B!E?Km [Uid] © JfrffliSRfr £ iS^'J T 
SSWU^Kw- I D, U i d — IDS, fflfflZt 5 3 
SS*Aili^©J»a5 5 l*»e>f6OTgi5 4 l^at. 

[0 0 2 9] *Jffl#J«3|5 4 0O*jaiFgB4 1 tt, « 

fiLfcHftifKe [M] kWJ?Ke-IDfcS* 
gpgg5 O^&flU **AUi*(WWSB 5 1 tt. »*fl5 
flMBKe [M] £?6OTg&5 3 JCg-fo 

[0 0 3 0] ffiljfiJSB 5 3 14, Igflgas 5 9 
SBf-^&Km [Ke] £, fflWPK e - I D 

m [Ke] £T**-SKmT-&^U BMKeti 
«. Bff-»||Kefc:J:-3TBf*fl5«*Ke [M] SfimfK 
fgf57mu «*M£»*J:-5K:fM»SJ5 3 tfftj 
»-T*. 7^i--aKmtJ:oT)if«MSl8f/ 
a^-gc 5 5 wgmt 13<5I93 5 9 C»*fl U< B# ^{b« 
iKm [M] £f#3J;-5t::, fgiJffiJ3$5 3##J»-f £<. 
[0 0 3 1 ] fbt, SJ@P§B5 3fcfc, Bf^Ybtf^Km 
[M] CD*&lftig«ffSiaS'J1-2>lffiS'J^M- I D£, Jg5fcA 

awpjangus ia»e>#j»sJ4 l'vg-r. sotsm 114, 

gJS'J^M - I D , Kw-ID, U i d - I D S^SB^g 
5 0-m£{§u «5feAai*WJW« 5 Hi, ±§3«fa&#J 

®2B 5 3 i3iSS5 5 9 Ctt«SiltWft«Km 

[Kw] , BM^bSWESESE^Km [Uid] , i3«SB 
5 9Ctttt*ftfc»-*fl3tlt*Km [M] £, «iJ?Kw 
-ID, Uid-ID, M- I DCCctoTffltBL/, Bf-^ 

/£^355 5m^-IKm-CStU 8IK w, ifijffl 

#BIE^Uid, tSfgMSfH StJPSB 5 3 
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[0 0 3 2] tf «RStt&aSB 5 8#, gKwCJ; 

■3T**MlC«ffl#BK?UidSa»a*» 9Jffi$B 
!E^Uid#iI#&£ft£tif!BKw [M] *fi«r4J: 
$«S5 5 3#*J»r*. i»*AHiA#J»« 5 li> 

6, w^sBff^uidtfaaasiifcflwiiKw cm] 

£ffiftlfl*4 lCfiti^C, #I®SB5 3jMMWU fl-SG 
SIS 5 0fr&S3S3ftfc«ffi#BIE?Uid*»&*« 
?&Kw [M] &*^S53 0#a^"#-*J:3K:. fflfflJS54 
1 i«W»r4. 

10 [0 0 3 3] «£5fcAtti;>Jf6iJffiJSS5 14»6*Jffl*E 

BE^Ui dS»&*tf*SKw [M] £f6WS5 4 1 fcjg 
U ^-gBSS5 0^?»SiD^tvfc*Jffl#BIE?Ui dl 
»ji^tSI8Kw [M] 0 ^a^-f 5ft£> »? 

5 5#, ipJffl^BSE^-U i dtfUtoiiiiftfcti^Kw 
[M] S^**— StKmCfc-3-CBf^bU Bg^bmiS 
Km [Kw [M] ] fc£«U gBttS 5 9 Ht&lfl U IS 
ttWWSOMrsWM^Kw [M] - IDS, ©J»SB4 
1 Cigr* "5 »JW«P 5 3 U, ©JPSP 4 1 *» 

20 ISS'J^Kw [M] - I D kgw^tSSiilti: 
ttC, ®l?Kw [M] -IDtiot, 331SS5-5 9A> 
?>Bf^b««Kin [Kw [M] ] SfSfcBU Bf-^flsWfR 
Km [Kw [M] ] fc**/a»«5 5tfv**-«K 
mflfb, ^Jffi#BliE^U i d A»a»&*ft&flMBK 
w [M] S^fiKb, i«*Attl*#]»ffl5 l*>£$WSf5 4 
1 ^iil" i ^ IZWMT 5 «t -5 C b T i 
[0 0 3 4] ±SSH3Efiai^43V>'C, ««aEa«>^ 

7 : •AC^3V^T, Bf*fbSftT^4«flMlift«**-*«« 

30 A-3T*jffl#BBE?ft««>atr*jffl#Bffi?a»a** 

[0 0 3 5] c<3DJ®^, JS«««*0«Hi:*J«#BE 

[0 0 3 6] fltBB««f^SC©«ffl#&HWtJ: 
40 oTHH8EiB-fe>^Tie*<bUfc«««^B% til«S» 

««#BiE?*ia«f *ia«*sfc*wtiWMWi 

[0037] ^^tc, 

81^35(4, «*E5SHr>*K:*JV^T*Jffl#0&BI«"C- 

50 ^5rfS^r®i;©T-^!3, ±I3tS^?g^SB(i, ±E«« 
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[0 0 3 8] Sfe, ^**-«IMtffl4:aff*/3«3B4: 
ft*«r«*!B«WKIt4:, B«S4:fttfU ±I3B§^ 

±mim^mmmm-r ±gg 

v * 9 — SliefiSSB {Cf&iM UT$5?^^-ST' ffg^ffb 

T-&£«fc?£t-ft«. *Jffl#£<fc*fit#f8«aift<fc 13- 
jf St HCBSlt-f 3 - ti s Ti5, 
[0 0 3 9] ±IBgaiE0>lft;5riS©#i?l!i: UTfflS 

r a c 4: * * . ^ * & » Jtffisofifiwtt. «««« 

&m C <fc -a Tf Uffl #BBE^ ft S»3itr*iJffl SBSE^Sft 

a*«»4:**u ±ia««f*a*a»fc, ±k*i«# 

5 tf ISSfol A C * 5 Jltf ^{S^^i£T- 25 -5 . 
[0 0 4 0] ±ffiS5JS«fcE»*fl«0*i8i: 

.5&'>z.9-j*iz*s^x. at^bsft-cv^isitiHRft 

4 4:, ±E«**ix&flltil«C, |f«i 
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X$>Z>„ 

[03] ±E j«S«©IWlF ft S^-r 7 n hT-fe 
•S, 

[13 4] «e«©««8iEa*>^7 t i» I FSft^rrny^ 
0T-&S, 

[as] ±E«*«i©iw^ft^-riatf»*. 

1 0-flWHEi5-fe>** 

3 0— S^SP, 

4 1 

5 0 
5 1 
5 2 
5 3 
5 4 
5 5 
5 6 
5 7 
5 8 
5 9 



30 



[01 ] 



[0 2] 



.--50 

57 



58 



flroa»a»sgi - 



30 



,-40 

_ * 1 

41 I 



fcHSHJB 



10 



50 : KflHOHBKK WHSt) 

.-52 :»5f$&S$Sfi 



51 



54 



53 



58 



55 



57 



56 



59 



K4146 



(6) 



nm* ii-4i23i 



m3) 



mmm&wmm. 

50 



^-fWffSKe [M] 
BSFf-Uid 



Kw (M + Uid) 



40 



tf^tliKe [M] ■ 



?tfMBaE^Uid 
/n°X7- KUpw 



Bg^-^b^fSKe [M] 



fiJ^^fSM^Uid 



Kw (M + Uid) 



10 

-B^HMtfgKe [M] 















■ Bg^Ke 






81 Kw 




Uid 



» c 



t Y ^ 



K4145 



(7) 



&ffl¥ 11-41231 



CBI4] 



.jzZt 




K4146 



(8) 



«HJ¥ 11-41231 



CH5.] 



20 



jftUBMSFf Uid 



Bg^MffgKe CM] 
BBE-?-Uid*«Kwc 

Kw (M + Uid) 
Kw (M + Uid) £ 



10 



M*Ke-Cigr*Hfc 
HHUfcfSBSKe CM] 



/^7- Kir J:* 



jRUB#SSEPUid 



7D> h — i^cO^I# 



(51)Int.Cl. 



K4145 



F I 

H 0 4 L 9/00 



6 7 5 D 



»BB¥ 11-41231 



*JMMM&EB*r1&=Tgl9*2* B# 

i 



